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NHOpMaLMOHHOrO obLLecTBa MeToAUYECKME peKOMeHAauMM O pasMelleHMM Ha WMHAOPMAaLUMOHHbIX CTeHaaXx,
ohmLmanbHbIX MHTEPHET-calTax U Apyrmx MHOPMaLMOHHBIX pecypcax o6LeobpasoBaTenbHbIX OpraHuM3auuin u
opraHoB, OCYLLEeCTBMSAOWMX ynpaeneHWe B cdepe obpasoBaHus, MHdopmauum o 6e3onacHoOM nosegeHun u
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MpunoxeHne

METOAWYECKUE PEKOMEHAALIMN
O PASMELLEHUX HA UHOOPMALIMOHHBLIX CTEHAAX, OPULIMATIBbHbBIX
WHTEPHET-CAATAX U APYIUX UH®OPMALIMOHHBIX PECYPCAX
OBLUEOBPA30BATENbHbIX OPFAHU3ALIUA U OPFTAHOB, OCYLLECTBAAIOLINX
YNPABJNEHUE B C®EPE OBPA30BAHUA, UHOOPMALIMN O BE3OMNMACHOM
NOBEAEHUU N UICNOJNIb3OBAHUU CETU "MIHTEPHET"

Okcneptamn M udneHamu BpemeHHon komuccum Coseta Pepepauum Mo pasBUTUIO MHAOPMALMOHHOIO
obuiecTBa B paMkax BbIMOMHEHMS PEKOMEHAALMA NapnaMeHTCKMX criyllaHuin "AKTyanbHble BONpoCkl obecneyeHms
©e30nacHOCTU 1 pa3BUTUS AeTeln B MHOPMAaLMOHHOM NpocTpaHcTBe", koTopble npownu B CoBeTte Pepepaumm 17
anpens 2017 r., 6binn paspaboTaHbl MeToAUYECKME PEeKOMEHOaUMM O pasMeLLeHMM Ha MHAOPMALMOHHbIX
cTeHpgax, odumumanbHbIX WHTEpPHEeT-calTax W  OpyrMx MHAOPMALMOHHBIX pecypcax obLlieobpasoBaTenbHbIX
OpraHusaumMm n OpraHoB, OCYLLECTBMSIOWNX yrnpaBreHne B cdepe obpasoBaHusi, nHdopMmaumm o 6e3onacHom
noBeAEeHMM 1 Ucnonb3oBaHun ceTn "UHTepHeT" (ganee - MeToanyeckmne pekoMmeHgaumm).

MeToandeckne pekomMeHOauuM HarnpaBfeHbl Ha KayeCTBEHHOE MOBbILWEHNE YPOBHS WMHOPMaLMOHHOM
neaTenbHocTM o0LeobpasoBaTenbHbIX OpraHu3aumMii M OpraHoB, OCYLLECTBNSALWNX YrpaeneHne B cdepe
obpa3oBaHMsi, B 4YacTU MWHPOPMUPOBAHUSA YyyalUMXCs, WX poguTenen (3aKkoHHbIX npegcTtaBuUTenen) wu
negarornyecknx paboTHNKOB 06 OCHOBHLIX acrnekTax MHopMaLunMoHHON 6e30nacHOCTH.

MeToanyeckme  pekomMeHZauum no3BonAT — obuweobpasoBaTenbHbIM — OpraHu3auusM 1M OpraHam,
OCYLLIECTBNAIOLNM ynpaBreHne B cdepe obpas3oBaHWs, akTyannsmpoBaTb YXKe UCMOfb3yeMble U pa3MeLLeHHble
MHOPMALMOHHBIE MaTepuanbl, Tak U NOArOTOBUTb UX B Clydae MX OTCYTCTBUSA C YYETOM JyYLIUX MPaAKTUK U
pekomeHaauunn.

B pamkax meToamnyecknx pekoMeHaaumnn paccMaTpuBaroTCs cnefyrowmne NHCTPYMEHTbI:

1. MHpOPMALIMOHHbIE CTEHAbI;

2. opmumanbHble MHTEPHET-PEeCypPChl;

3. cpeacTBa MaccoBoW MHbopMauun (LLKOMbHbIE ras3eThbl, NeAarorMyeckne usgadms v gpyrue).
UHdopMaLMOHHbIe cTeHAbl

Ha uvHgOopMaUMOHHbIX CTeHgax B 00Lleobpa3oBaTenbHbIX OpraHMsauusx, pacrnonoXeHHblX B dole
yuypexneHun n B kabumHeTax, OCHaLLEHHbIX NMepCoHasnbHbIMU YCTPOWCTBAMKU ONSA Bbixoda B ceTb "VIHTepHeT",
pEKOMEHAYETCH pPa3MeCTUTb MH(OPMALUOHHBIE MaMSTKWA, COOEepXaliMe OCHOBHblE COBETblI MO OOecnevYeHuto
MHGOPMALIMOHHOM 6Ee30MacHOCTN yYaLLMXCS.

B NPUITOXeHUN N 1 K meTogmMyeckmm pekoMeHaaunam npeacrtasriieH 06pa3eu, NaMATKMN And pa3MeLlleHna Ha




VIH('.bOpMaLI,VIOHHbIX cTeHaax.
CpepcTtBa MaccoBow MHgopmauumn

B cpencrteax MaccoBou I/IHCbOpMaLI,MI/I, OPUEHTUPOBAHHbLIX Ha o6y'~|a+ou.|,v|xc;|, pekomMmeHOyeTCca B TedYeHue
yqe6Horo roga peryndapHo I'Iy6J'II/1KOBaTb MHd)OpMaLLMOHHbIe MaTepuanbl, NOCBALWEHHble OTAEellbHbIM achnekTtamMm
MH(*)OpMaLlMOHHOVI ©e3onacHoOCTH, a Takke pa3nnyHble NaMAaTKn obuero XapakTtepa.

B cpeactBax MmaccoBoM UMHOpMaUMM, OPUEHTUMPOBAHHLIX Ha MNeaarorMvyeckytd  ObLLEeCTBEHHOCT,
pekoMeHOyeTcs B Te4YeHVWe KaneHaapHoro roda perynsipHo nybnukoBaTb WMH(OPMaLMOHHbIE MaTepuansbl,
NOCBSILLEHHbIE OTAEMbHBIM acnekTam WHOPMaUMOHHO 6Ge30nacHOCTM KakK HEeCOBEPLUEHHOMETHMX, Tak U
obLleo6pa3oBaTtenbHbIX  OpraHu3auuii, a Takke pasnuyHble namsaATki, 0030pbl  HOPMaTWMBHO-NPaBOBOrO
perynupoBaHusi aHHoW cdepbl M MHGOPMAaLIMIO O aKTyarnbHbIX MEPONPUSTUSIX U COBBLITUSAX B AaHHOW cdepe.

B xope npoBepeHus EguHoro ypoka no 6esonacHoct B ceTu "MIHTepHeT" pekomeHgyetcsi obecneunTb
BbIMYCK TEMATU4YECKOro BbiMyCcka CPeAcTBa MacCoBOM MHopMauum nnbo cepuv nybnvkauui, cpegu KOTOpbIX
pacCMOTPETb OpraHM3oBaHHbIE MEPONPUATUA Anst 00y4aroLwmxXcs, UX poauTenen (3akoHHbIX nNpeacTaBuTENen) u
negarormyeckon obLLEeCTBEHHOCTMY.

OdmumnanbHblie UHTepHeT-pecypchbl
ObuweobpasoBaTenbHbIM  OpraHu3aLmsaM pPeKkoMeHAYeTCs Ha CBouxX oduumanbHbIXx UHTEpHeT-pecypcax

obecneunTb YHKLUMOHMPOBAHME CaMOCTOSITENBHOMO M Ccneunanu3npoBaHHoro pasgena "HdopmaumoHHas
©e3onacHoCTb", B pamkax KOTOPOro NpeaycMoTpeTb pasMeLleHne crneayoLlen nidopmaumu:

N Paspen/nogpasgen | ®opmaT npeacraBneHus CogepxaHvne matepuanos
MaTepuanos
1. |JlokanbHble Konunn ookymeHTOB B PasmeLllatoTca KONuMn JOKYMEHTOB, T.€.

HOopMmaTMBHbIE akTbl B | dopmaTe *PDF CKaHMPOBAaHHbIV BapuaHT JOKYMEHTa,
chepe obecneveHus COOTBETCTBYIOLLMNIA TpeOOoBaHNAM K
NHopMaLMOHHON napameTpam CKaHMpPOBaHWSI.
©e3onacHocTn PasmeLluatoTca 4OKYMEHTHI,
obyvaromxcs pernaMmeHTUpyloLmMe opraH1sauuio u

paboTy C NepCcoHanbHbIMWN AAHHBLIMU,
nJiaHbl MeponpuATUA NO obecrneyeHnto
MHopMaLMOHHOM Be3onacHOCTU
obyuvarowmnxcs n gpyrume.

2. |HopwmatumeHoe Konunn ookymeHTOB B My6nukyroTCa akTyanbHble CBeAEHUs O
perynupoBaHue ¢opmate *PDF deaeparnbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BriacTu 1 gpyrue
HOPMAaTUBHO-NPAaBOBbIE AOKYMEHTHI,
pernameHTupylowme obecneveHune
WMH(pOopMaLMOHHOM Be3onacHOCTU
HecoBepLUeHHONeTHMX. [lonyckaeTtcs
BMECTO KOMMWIN pasMeLlatb rMnepcchbiiiki Ha
COOTBETCTBYIOLLME AOKYMEHTHI HA CanTax
OpraHoB rocyapCTBEHHOW BacTu.

3. MNeparornyecknm TekcT Ha cTpaHuue PasmeLwyatotcs metognyeckme
paboTHMKam canta peKoOMEeHAaLMM U yKa3bIBaeTCS
Konuun gokymeHTOB B MHopMaLUsa 0 MepPONpUATUSIX, MPOoeKTax
dopmate *PDF M nporpaMmmax, HanpaBfeHHbIX Ha

noBblLLIEHNE NH(POPMALIMOHHON
rPaMoOTHOCTM NeJarormyecknx paboTHNKOB.

4. | Obyyvaowmmecs TekcT Ha cTpaHuue Pa3smelyaetcsa nHpopmaumoHHas namsaTka
cavTta (mpunoxexue N 2) n ykasbiBaeTcs
MHOPMaLMA O MepoNpUATUSAX, NPOeKTax




W nporpaMmmax, HanpasfeHHbIX Ha
noBbILLlEeHEe MHAOPMALNOHHOM
rPaMoOTHOCTM 0By4YatoLLMXCS.

5. |Pogutenam (3akoHHbIM | TEKCT Ha CcTpaHuLe Pasmellaetca nHgpopmMaLMoHHasa namsitka
npeacraBuTensm) cavTta (npunoxexue N 3).
obyvatomxcs

6. |[Oetckue 6esonacHble | TeKCT Ha CTpaHuLe Pasmewyaetcs nHdopmaums o
cauThbl cavTta peKOMeHAyeMbIX K UCNOSb30BaHMIO B

y4ebHOM npouecce H6e3onacHbix canTax,
©aHHepbl 6e30nacHbLIX EeTCKMX CaliToB.

OpraHam, ocyLLecCTBNSALWMM yrnpasneHve B cdepe obpazoBaHns, pEKOMEHOYETCS Ha CBOMX oduumanbHbIX
WHTepHeT-pecypcax obecneunTb (YHKLMOHMPOBAHNE CaMOCTOSATENBHOIO W CMeuMann3MpoBaHHOIO pasgena
"MHdpopmaLumoHHas 6e3onacHOCTb", B paMkax KOTOPOro NpeaycMOTpeTb pasMeLLieHre cneaytoLlein nHpopmaumu:

Mpunoxexne N 1

NAMATKA
Ons OBYYAIOLMUXCA OB UHOOPMALIMOHHOM BE3ONACHOCTU OETEN

HENb3A

1. Bcem nogpsig coobuiate CBOK 4acTHY MHGOPMaLMIO (HacToswme uMms, dbamunuio, TenedoH, agpec,
HOMeEp LLKOSbI, a Takke doTorpadumn CBoOU, CBOEN CEMbM U ApYy3eEN);

2. OTKpbIBaTb BMOXEHHbIE (halnbl 3NIEKTPOHHOM MOYThI, KOr4a He 3Haellb OTrnpaBuUTens;
3. ['pybuTb, NpuampaTbCs, OKka3biBaTb AaBIEHME - BECTU cebs1 HEBEXITMBO U arpeCcCUBHO;
4. He pacnopsixancsa geHbramm TBOen cembn 6€3 paspeLleHns cTapLumx - Bcerga crnpaluvBan pogutenem;

5. He BcTpevancsa ¢ VHTEpHET-3HAKOMbIMU B pearibHOWM >XM3HW - MOCOBETYMCS1 CO B3POCHbIM, KOTOPOMY
JoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yvtaewsb o cebe Henpasay B NHTepHeTe - coobLim 06 3TOM CBOUM pOAUTENAM
Unn onekyHam;

2. MNpurnawaroT nepenucbiBaThCs, UrpaTb, 0OMEHNBATLCS - NPOBEPb, HET M NOABOXA;
3. HesakoHHOe KonupoBaHue annos B VIHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBay B3pOCibiM O Npobriemax B CETU - OHU BCcerga noMoryT;

5. Vicnomnb3yn HacTporikn 6e30nacHOCTU U NMPUMBATHOCTU, YTOObI HE MOTEPATH CBOWM aKKayHTbl B COLICETAX U
Opyrix nopTanax.

MOXHO
1. YBaxan apyrux nonb3oBaTenen;
2. Nonb3yelwbea MHTEPHET-UCTOYHUKOM - ieNai CCbIKY Ha Hero;

3. OTKprBaVI TOJ1bKO T€ CCbIJ1KM, B KOTOPbIX YBEPEH,




4. O6LaTbcs 3a NOMOLLbIO B3POCIbIM - poanTernn, onekyHbl 1 agMMHUCTpauna canToB Bcerga NOMOTYT,

5. Mpongn obyyeHne Ha caiTe "CeTeBUHOK" 1 NOMyYKn NacnopT LM(pPOBOro rpaxgaHuHal

Mpunoxexue N 2

WH®OPMALIMOHHAA MAMATKA
OnA OBYYAIKOLWMXCA ANA PASMELLEHUA
HA O®ULIMATNIBbHBLIX UHTEPHET-PECYPCAX

C kaxgblM rogoM MOIoAexu B MHTEepHETE CTaHOBUTbLCA oonblue, a WKONbHUKK OOHN U3 CaMbIX aKTUBHbIX
nonb3oBaTenen PyHeTa. Me>|<,u,y TeM, NOMMUMO OrpOMHOro Koln4dyecTtBa BO3MOXXHOCTEN, WHTEPpHEeT HeceT U
ﬂp06ﬂeMbI. OTa namsTka QOormKHa NOMOYb Tebe 6e3onacHo HaxoauTbCA B CeTU.

KomnbloTepHbie BUPYChI

KomnbloTEPHBIN BUPYC - 3TO PasHOBUAHOCTb KOMMBIOTEPHLIX MPOrpaMm, OTIIMYUTENBHON OCOBEHHOCTLIO
KOTOpOW SBNSIETCS CMOCOOHOCTb K pa3MHOXeHMto. B gonomnHeHve K 3TOMy, BMPYCbl MOTYT MOBpPeauTb MNu
MOMHOCTBLID YHUYTOXUTb BCe (palnbl U AaHHble, NMOAKOHTPOSbHbIE MOMb30BAaTEN0, OT MMEHW KOTOpPOro Obina
3anylleHa 3apaxeHHas nporpamMma, a Takke NOBpeaUTb UMK AaxXe YHUYTOXUTb OnepaunoHHY0 CUCTEMY CO BCEMU
dannamu B uenom. B 6onbLlINHCTBE CcrydyaeB pacnpoCTPaHAKTCS BUPYChl YEPE3 UHTEPHET.

MeToabl 3almMTbl OT BPEAOHOCHLIX MPOrpaMmm:

1. Vcnonb3yn COBpPEMEHHbIE OMNepauUMOHHbIE CUCTEMbI, MMEIOLLNE CEPbE3HLIN YPOBEHb 3alUTbl OT
BPEAOHOCHbIX Mporpamm;

2. MNocTosHHO ycTaHaBnuBan navtv (LMdpoBbIE 3annaTkM, KOTOpble aBTOMATUYECKU YCTaHaBMMBalOTCSA C
uenbo gopaboTkm nporpaMmmbl) U Apyrne OOHOBMEHUSA CBOEW OnepaunoHHON cucTembl. CkaumBan MX TOSMbKO C
odmumanbHoro canta paspabotumka OC. Ecnm cylecTByeT pexxMum aBToMaTU4eCcKoro 06HOBMNEHMS, BKIOYM €r0;

3. PaboTan Ha cBOeM KOMMbOTEPE MOA NpaBaMu MNonb3oBaTens, a He agMUHMUCTpaTopa. ATO He NO3BONUT
GONbLUMHCTBY BPEAOHOCHbIX NPOrpaMM MHCTaIMPoBaTLCS HA TBOEM MEPCOHANIbHOM KOMMbIOTEPE;

4. Vcnonb3ynm aHTMBUPYCHblE MporpamMMHble MPOAYKTbl M3BECTHbLIX MPOM3BOAUTENEN, C aBTOMaTUYECKUM
obHoBneHuem 6as;

5. OrpaHunyb hranyecknii 4OCTYN K KOMMbIOTEPY A115 MOCTOPOHHUX UL

6. Vcnonb3yin BHELWHNE HOCUTENN MHPOPMaLUK, Takne Kak dneLuka, QUCK unu davin u3 MHTepHeTa, TOSNbKO
13 NPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBain KOMMbIOTEPHbIE (painbl, NOMyYeHHble U3 HeHaOEeXHbIX WUCTOYHUKOB. [axe Te dhaunbl,
KOTOpble npucran TBOW 3HAaKOMbIW. Jly4ylue yTO4YHM y HEro, oTnpaBnsn fiv oH Tebe nx.

Cetn WI-FI

Wi-Fi - 3TO0 He BMA nepegayn OaHHbIX, HE TEXHONOMMs, a Bcero nuwb Opena, mapka. Ewe B 1991 rogy
HuaepnaHackas Komnanust 3apeructpuposana 6peHg "WECA", yto ob6osHadano crnoBocodeTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcs Kak "decnpoBogHast TOMHOCTL".

[o Hawero BpemeHu powrna gpyras abbpesmaTtypa, KOTOopas SIBNSETCS TakOW Xe TEeXHonormen. ITo
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue GbINIO AaHO C HAMEKOM Ha CTaHAApPT BbICLUEN 3BYKOBOW TeXHUKN Hi-Fi, 4Tto
B NepeBoe 03HavaeT "BblCOKas TOYHOCTL".

a, OecnnaTtHbIN MHTEPHEeT-O40CTYyNn B Kacbe, oTeENAX U ajdponoptax ABrAeTcA OT/IMYHON BO3MOXHOCTbIO
BblXOOda B MHTEPHET. Ho mHorne JKCMNepPTbl CHUTAKOT, 4YTO OGLLI,GLI,OCTyI'IHbIe Wi-Fi cetn He aBnsitoTcs 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTn paboTsl B 00wenocTynHbIx cetax Wi-fi:




1. He nepepaBani cBol nu4yHylo MHpopmauuto yeped obuwiegoctynHble Wi-Fi cetn. Pabotas B HMX,
XenaTenbHoO He BBOAUTb Naponu A0CTyNna, NornHbl U Kakue-To HoMepa;

2. Ncnonb3yii n 06HOBNSA aHTUBUPYCHbIE NporpaMMbl U 6paHamayep. Tem cambiM Tbl 06e3onacuilb cebs oT
3aKayku BUpyca Ha TBOe YCTPOWCTBO;

3. Mpwn ncnonbsoaHmun Wi-Fi oTkrtoumn pyHkumo "O6wmin goctyn k cpannam v npuHtepam”. aHHast pyHKUMSA
3aKpbiTa MO YMOMNYaHWIO, OOHAKO HEKOTOpble MOoNb3oBaTeNU aKTUBUPYKT ee Ana yaobcTBa MCNOMb30BaHWs B
paboTe nnn y4yebe;

4. He ucnonb3ay nyonuunein WI-FI ona nepegayn nuyHbIX AaHHbIX, HAaNnpuMep Ans BbIXOA4a B couumarnbHble
CETU NN B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yn TonbKo 3aliuweHHoe coeguHeHue vepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedpoHe oTknoun dyHkumio "MogkntoveHme k Wi-Fi aBTromatmueckn". He ponyckan
aBTOMAaTUYECKOro NOAKMNoYEeHUs ycTporicTea k ceTam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

COLI,I/IaJ'IbeIe CeTh aKTUBHO BXOOAT B HaWly XW3Hb, MHOrme nogun pa60Tar0T N XUBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apermctpupoBaH Munnuapg YeroBeK, UTO SIBNSETCA O4HOW CeAbMOW BCEX XWUTENen MraHeThl.
MHorvne nonb3oBaTtenu He NMOHNMAKOT, 4YTO I/IH(*)OpMaLLI/IFl, pasmelleHHaa MMy B counarnbHbIX CETAX, MOXeT ObITb
HalgeHa 1 Ucrnonb3oBaHa kKemM yrogHo, B TOM Yncne He ob6sa3aTernbHo ¢ 6rnarumMm HamepeHUsiMu.

OcHOBHble COBETbI N0 6€30NMacHOCTU B COLManbHbIX CETSX:
1. OrpaHunydb cnmcok apysen. Y 1ebs B Apy3bsaX HE JOIDKHO ObiTh Cy4arHbIX U HE3HAKOMbIX NoAewn;

2. 3awmulan cBOK YacCTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTty TBOEro poXaeHus u
OPYIYH0 NMUYHYI0 MHOPMaUMIO. 3MOYMBILLIIEHHUKM MOTYT MCMOMb30BaTh Aaxe UHPOPMaUMIO O TOM, KaK Tbl U TBOM
POAMTENMW NNaHNpyeTe NPOBECTUN KaHUKYIbI;

3. 3awmLan ceoto penyTauumio - 4epPXK ee B YACTOTE M 3agaBan cebe Bonpoc: xoTen 6bl Thl, YTOOLI Apyrne
nornb3oBaTeny BUAENW, YTO Thl 3arpyxaelub? MNogymMan, npexae Yem 4YTo-To onybrnnkoBaTb, HANMCaTb W 3arpy3nThb;

4. Ecnu Tbl roBopuLLb C NOABMU, KOTOPLIX HE 3Haellb, He UCMOMNb3YI CBOE pearnbHoe UMs U APYTYHo JINYHYHO
UHpOPMaLIMKN; MMS, MECTO JKUTESNbCTBA, MECTO y4ebbl 1 Npoyee;

5. UN3beran pasmelleHus doTtorpacdpun B MIHTepHeTe, roe Tobl M306paXKeH Ha MECTHOCTU, MO KOTOPOW MOXKHO
onpenenuTb TBOE MECTOMOSOXEHUE;

6. Mpw pernctpaunm B coumnanbHOM ceTu HeoBX0aMMO UCMONb30BaTb CIIOXKHbLIE NApPOsM, COCTOosILLME U3 ByKB
M UM U C KONMMYECTBOM 3HaAKOB He MeHee 8;

7. Ans coumanbHOW ceTu, NOYTbl U APYrMX CanToB HEOOXOAMMO UCMONb30BaTh pasHbie naponuv. Toraa ecnm
TebS B3NOMatoT, TO 3MOYMBbILLFIEHHUKM NOMyYaT AOCTYM TOMNbKO K OAHOMY MECTY, a He BO BCe Cpaay.

OneKTpPOHHbIe AeHbIN

OneKTPOHHbIE AEHbIN - 3TO OYeHb YAOGHBIM Cnocob nraTexen, 04HaKO CYLLECTBYHOT MOLUEHHMKU, KOTopble
XOTAT NOMYyYUTb 3TU AEHbLIN.

OneKTPOHHbIE AeHbIV MOSIBUINUCL COBCEM HEQABHO U MMEHHO M3-3a 9TOr0 BO MHOMX rocy4apCTBax A0 CHX
Mop He MPOMMUCaHO MPO HKX B 3aKOHaX.

B Poccun xe oHu beHKLI,I/IOHI/IpyPOT M O HUX yXe MNMponncaHo B 3aKOHe, roe MxX pas3fendrT Ha HEeCKOJIbKO
BWOOB - @aHOHMMHbIE N HE aHOHMMHble. PasHuua B TOM, YTO aHOHWMHbLIE - 3TO Te, B KOTOPbIX pa3peLllaeTcd
npoBOoAnUTbL onepauunun be3 VIﬂ,eHTI/I(bI/IKaLI,VII/I nonb3oBartend, a B HeaHOHUMHbIX I/ID,GHTI/ICbI/IKaU,I/IFI nonb3oBartend
ABnsieTca 0b6a3aTernbHON.

Takke cnegyeTr pasnnyatb  JANEeKTPOHHble (bI/IaTHbIe O€EHbIN (paBHbI rocyaapCrtBeHHbIM BaJ'IlOTaM) n




ANEeKTPOHHbIE Hed)VIaTHble AOeHbIn (He paBHbI roCyaapCTBEHHbLIM BaJ'IlOTaM).
OcHoBHbIe coBeTbl No 6e3onacHON pa60Te C ANEeKTPOHHbIMW OEeHbramMmu:

1. MpuBsXM K cHETY MOOUNbHbLIN TenedoH. ATO cambliii YA0OHBIN U BbICTPbIN CNOCO6 BOCCTAHOBUTL JOCTYM K
cyety. [NpuBaA3aHHbIN TenedoH MOMOXET, ecnu 3abydellb CBOW NNaTeXHbIi Naponb WNW 3aigelb Ha CalT C
HEe3HaKoOMOro YCTPOMCTBa;

2. Vcnonb3yn ogHopasoBble naponu. lNMocrne nepexoga Ha yCUITEHHyO aBTopu3auuto Tebe yxe He Oyaet
yrpoXaTtb ONacHOCTb KpaXku UM nepexearta nnaTexxHoro napons;

3. Bbibepu cnoxHbein naponb. NpectynHukam OyaeT He MpPOCTO yragaTb CROXHbBIA Maponb. HagexHble
naponu - 9To Naporu, KOTopble coaepXxaT He MeHee 8 3HaKOB M BKITHOYalOT B ce65 CTPOYHbIE U MPOMUCHbIE BYKBbI,
uMpbl M HECKOMNbKO CUMMBOMOB, TakMe Kak 3Hak gonnapa, ¢yHTa, BocknuuaTenbHblM 3HaK M T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAU CBOW JIMYHbIE JAaHHbIe Ha ca|7|Tax, KOTOpPbIM HE JOBepAeLlb.
OnekTpoHHas nouTta

OneKTpoHHas noyTa - 3TO TEXHOMOrMs W NpedocTaBnseMble € YCyrn MO Mepechifike U MosydeHuo
3MNEKTPOHHbIX COOOLLEHUI, KOTOPbIE pacnpenenstoTcs B KOMNboTepHON ceTU. OBbIMHO SMEKTPOHHbLIA NMOYTOBLIN
AWMK BbIMAAUT crieayowmm obpasom: MMA_Monb3oBaTensa@umsa_aoMeHa. Takke Kpome nepegadn npocTtoro
TeKcTa, MMeeTCs BO3MOXHOCTb NepeaaBaTth hannbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEKTPOHHOW MNOYTOMN:

1. Hapo BbiOpaTb npaBuWibHbIA MOYTOBLIN CepBUC. B MHTEpHETEe eCTb OrpoMHbIN BbIGOp GecnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO Ny4Lle JOBEPATbL TEM, KOTO 3HAELLb U KTO NEPBbIA B PENTUHTE;

2. He ykasbiBal B JNWYHOM MOYTE NUYHYO  WHopmauumto. Hanpumep, nydwe  BbibpaTb
"My3blkanbHbli_aHat@" nnu "pok2013" BmecTto "temal3";

3. Vicnonb3yn aByxaTanHyk aBTopm3aumio. OTO korga NOMUMO Maponsa HY)XHO BBOAUTb KO, MpUCbIiaembln
no SMS;

4. Bbibepu crnoxHbi naponb. [nsi Kaxaoro NoYToBOro siluka OOIMKEH ObiTb CBOWM HaAEeXHbIN, YCTONYMBBIV K
B3M1IOMY Maporib;

5. Ecnn ecTb BO3MOXHOCTb HanmMcaTb CaMOMY CBOW JTMYHbIA BONPOC, MCMNOSb3yN 3Ty BO3MOXHOCTb;

6. Vcnonb3yi HECKONBbKO MOYTOBBIX ALWMKOB. [MepBbI ANst YaCTHOW Nepenucky ¢ agpecatamu, KOTOpPbIM Thbl
JoBepsiellb. OTO 3NEKTPOHHbIV afpec He Hago UCMONb30BaTh MPU perncTpaummn Ha opymax u canTtax;

7. He oTkpbiBan chanrnbl 1 Apyrue BrOXeHUS B NUCbMax, JaXe eCrn OHU NPULLY OT TBOUX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPAaBMSANN N oHn Tede atn danneoi;

8. MNMocne okoH4YaHMs paboTbl HA NMOYTOBOM CEPBUCE NEpPes 3aKpblTUEM BKINaAKM C CalTOM He 3abyab HaxaTb
Ha "Bbinti".

KnbepOynnuHr unu BupTyanbHoe u3gesaTenbcTBO

KnbepbynnuHr - npecrnegoBaHue COOOLLEHMSMM, codepXalummn OckopbneHus, arpeccuio, 3anyrmBaHue;
XYINUraHCTBO; coLpmanbHoe BOMKOTUPOBAHME C MOMOLLbIO PasfUYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 60pbOEe € KNOEPOYIMHIOM:

1. He Gpocalics B 6o1. Jlyqywmii cnocob: nocoBeToBaThCS Kak cebsi BECTU U, €Cnn HET TOro, K KOMY MOXHO
obpaTuTbCs, TO BHa4ane ycrnokouTbes. Ecnu Tbl HauHelwWw b oTBeYaTb OCKOPONEHMAMIN Ha OCKOPONEeHMs, TO TOIbKO
elle Gonblue pas3oxokellb KOHIINKT;

2. YnpaBnsu cBoen knbeppenyTtaunen;




3. AHOHUMHOCTb B CETU MHUMas. CyIJJ,eCTByI'OT crnocobbl BbISICHUTL, KTO CTOUT 3@ @aHOHUMHbIM adKKayHTOM;

4. He cTouNT BECTU XynuUraHckui obpas BMPTyanbHOM XWU3HU. NIHTEpPHET (huKCMpyeT BCe TBOM OENCTBUS U
COXpaHsIeT ux. YaanuTb ux OyL4eT KpanHe 3aTpyaHUTENBHO;

5. Cobnitogain cBoto BUPTYyarbHYH YECTb CMOSIOAY;

6. UrHopupyihi eguHuYHbIN HeraTvB. OfHOpa3oBble OCKOpPOWTENbHbIE COOBLLEHWS Ny4lle WrHOPUMPOBAaTb.
O6bI4HO arpeccus NpekpaLlaeTcs Ha HavanbHOW cTaauuy;

7. baH arpeccopa. B nporpamMmmax oOMeHa MrHOBEHHbIMU COOOLLIEHMSIMU, B coLMarnbHbIX CETSX €eCTb
BO3MOXHOCTb 6J'IOKVIpOBKl/I OoTnpaBKu coobOLeHnn ¢ onpeaerneHHbIX aapecos;

8. Ecnu Tbl cBugeTenb knbepGynnvHra. TBou OeicTBYSA: BLICTYNUTL NPOTUB NpecriefoBaTtens, nokasartb eMy,
YTO ero [enCTBMS OLIEHMBAIOTCA HEraTUBHO, MOAAEPXKaTb XXEPTBY, KOTOPOW HYXHa MCMXONorMyeckasi nomoLlb,
COOBLLMTL B3POCTbIM O (haKTe arpeccuBHOIO NMOBEAEHUS B CETU.

Mo6unbHbIW TenedoH

CoBpeMeHHble cMapTdOHbI U NNaHLWeTbl cogepxaT B cebe BnonHe B3pocnbii PYHKUMOHAN, 1 Tenepb OHU
MOrYT KOHKYpUpOBaTb CO CTaLMOHapHbIMU KomnbloTepamu. OgHako, cpeacTB 3awmTbl Ansi NOAOOHbBIX YCTPONCTB
noka o4YeHb marno. TeCcTupoBaHUEe 1 NOUCK YA3BUMOCTEN B HUX NPOUCXOAUT HE Tak MHTEHCUBHO, kak anga MK, To xe
camoe KacaeTcs ¥ MOBUIbHbIX NPUAOXKEHNN.

CoBpeMeHHble MobOunbHble 6Gpay3epbl  YyXe nNpakTU4YeCcKM [OrHanum HacToNbHble aHanorM, OogHako
pacwmpeHme yHKUMOHana BrneyeT 3a cobon 60mbLIyto CAOXHOCTb U MEHbBLLYHO 3aLLULLEHHOCTb.

[aneko He BCe MPOW3BOAMTENM BbIMyCKalOT OOHOBMEHWS, 3aKpblBalOLME KPUTUYECKME YA3BUMOCTW ANis
CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans1 6e3onacHOCTM MOBUIbHOroO TenedoHa:

Hunyero He gBnsieTcss no-Hactosiwemy GecnnaTHeiM. Byab ocTopoxeH, Begb korgaa tebe npepgnarator
GecnnaTHbIN KOHTEHT, B HEM MOTYT GbITb CKPbIThI Kakne-To nraTHble yCnyru;

HOyman, npexge yem otnpasutb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HaAELWb, rae OHWM OyayT B KOHEYHOM
utore?

HeobxoamMmo 06HOBNATEL ONEpaLMOHHYK CUCTEMY TBOErO CMapTdoHa;
Vcnonb3yn aHTMBUPYCHbIE NporpaMmMbl ANg MOOGUNbHbLIX TeNedOHOB;

He 3arpyxxai nNpunoXxeHuss OT HEU3BECTHOrO WCTOYHWKA, BeAb OHWM MOTYT COAepXaTb BpedoHOCHOE
nporpaMMHoe obecneyeHue;

Mocne Toro kak Tbl BbIOELWb C canTa, rae BBOAMIT JIMYHYKO MHOpMauuio, 3aan B HacTponku bGpaysepa u
yoanu cookies;

Mepuoaunyeckn Nposepan, kKakne nnaTHble YCrnyrin akTMBMPOBaHbl HA TBOEM HOMEPE;

[asan cBon HOMep MOBUNBHOMO TernedoHa TONbKO NIAAM, KOTOPbIX Thbl 3HAELb U KOMY JOBEPSELLb;

Bluetooth gomkeH ObITb BbIKMIOYEH, KOrga Thl UM He nonb3yellbes. He 3abbiBan nHorga npoBepsATb 3TO.
Online urpbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacoyHble, 3axBaTblBalollMe pasBredyeHus, o6beguHSIoLNE COTHU
TbICAY YerioBek Mo BceMy MUpY. MIrpoku nccrnedyloT AaHHbIA UM MUp, o6LLalTcs Opyr C OPYroM, BbiMOMHST
3a[1aHunisA, CpaXkaloTCcsl C MOHCTpPaMM M Mony4yaroT OnbIT. 3a yA0BONbLCTBME OHU NNaTAT: NMoKynaT AUCK, onradvBaT
aboHEeMeHT Unu NpuobpeTatoT Kakmne-To OnLUuN.

Bce oatu cpenocrtea wMAOyT Ha noggepxaHme wn pas3sButune Uurpbl, a TakKke Ha CcaMy ©e3onacHoCTb:
COBEPLUEHCTBYKOTCA CUCTEMbI aBTOpPU3aL NN, BbIMyCKAalOTCA HOBblE NaTtyu (LJ,I/ICprBble 3arfiatkm an4a I'IpOFpaMM),




3aKpbIBAKTCA YA3BMMOCTUN CEPBEPOB.

B nonoGHbIX nrpax CTout onacatbCA He CTONIbKO CBOUX COMEpPHUMKOB, CKOJIbKO KpaXW TBOEro naponsd, Ha
KOTOPOM OCHOBaHa CUCTeMa aBTopu3aunm OonblUMHCTBA urp.

OcHoBHELIe coBeTbl N0 6e30MacHOCTN TBOErO MIrpoOBOIro akKayHTa:

1. Ecnun gpyroii urpok BegeT cebsa nnoxo unu cosgaet Tebe HENpUSITHOCTW, 3abrOKMpYi ero B Crnivcke
UrPOKOB;

2. I'Io>|<any|?109| agMUHUCTPaTopaM Urpbl Ha NIIOXoe nosegeHmne 3Toro Urpoka, XxenateribHO NPUNOXuTb Kakne-
TO AOKa3aTesibCTBa B BMOE CKPUHOB;

3. He ykasbiBan nu4Hyto nHdopmaumio B npodanne urpbl;
4. YBaxkan apyrux y4acTHMKOB MO UrpeE;

5. He yctaHaBnuBai HeouumaneHble NaTtyn n Moapl;

6. Micnonb3yn CrnoXxHble 1 pasHble Naponu;

7. Daxe BO BpeMs WUrpbl He CTOMT OTKMOYaTb aHTMBMpyC. [Moka Tbl urpaellb, TBOW KOMMbOTEP MOryT
3apasuTb.

PULWIKHT Unu KpaXxa NMUYHbIX AaHHbIX

O6blYHON KpaXken OeHer U LOKYMEHTOB CErodHs yXXe HUKOro He YAUBMLIb, HO C Pa3BUTUEM WHTEPHET-
TEXHOMNOMNI 3rI0YMbILLITEHHUKN NEPEMECTUINCDE B UHTEPHET, U NPOAOIKAaT 3aHMMaTbCs "nobumsiM” genom.

Tak nosiBunacb HoBas yrpo3a: MHTEPHET-MOLLIEHHNYECTBA MU (OULLIWHT, FMaBHas Lefb KOTOPOro COCTOUT B
NonyyYeHnn KOHUAEHLMANbHbBIX OaHHbIX MOMb3oBaTenen - norMHoB 1 naponen. Ha aHrnuiickom sa3sbike phishing
ynTaeTca kak dpuwimHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneau 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3rlomaHa, To Heobxoanmo
3abnokmMpoBaTh ee N CoobLNTL agMMHUCTPaTopam pecypca 06 3TOM Kak MOXHO CKopee;

2. Ncnonb3ayn 6e3onacHble Be6-canThbl, B TOM YKCe, MHTEPHET-MarasmHoB M MOUCKOBLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponun. Takmm obpasom, ecnu 1ebs B3NOMAKOT, TO 310YMbILLITEHHUKM
nonyyar 4OCTyn TONbKO K OQHOMY TBOEMY Npoddusto B CETU, @ HE KO BCEM,;

4. Ecnn 1ebsa B3noManu, To HeobxogMmo nNpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble Jo6aBneHbl y Tebs
B OpYy3bsX, O TOM, 4YTO TebSA B3noManu u, BO3MOXHO, OT TBOEro MMeHU OyaeT pacchinaTbCsa Cnam U CCbINKU Ha
oMLLMHIOBbIE CanThl;

5. YcTtaHoBu HagexHbi naponb (PIN) Ha MoBunbHbIN TenedoH;
6. OTKOUM coxpaHeHre napons B 6pay3aepe;

7. He oTkpbiBai chanrnbl 1 Apyrue BrOXEHUS B NUCbMax, JaXe eCrn OHU NPULLNY OT TBOUX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABASNN N oHn Tede aTn dhannsol.

LUundposBan penyTtauusn
Lindposas penytaums - 3To HeraTMBHas uUnu no3ntMeHasi MHopmauus B cetn o Tebe. KomnpomeTtupytoLlas
VIH(*)OpMaLI,VIFI, pa3MelleHHaa B UHTepHEeTe, MOXET Cepbe3HbIM o6paaoM OTpa3nTbCA Ha TBOEN peaanon KU3HW.

"Lindposas penytaums” - aTo TBOW UMULXK, KOTOPbLIA hopMupyeTca 13 uHdopmauum o Tebe B MHTEpPHETE.

TBOE MECTO XUTENbCTBa, yqe6b|, TBOE (bI/IHaHCOBOG NonoXxeHne, 0CobeHHOCTH Xapaktepa 1 pacckasbl O
ONN3KUX - BCE 3TO HaKannMBaeTCsa B CETU.




MHorune NOoAPOCTKN JIETKOMbICITEHHO OTHOCATCA K ny6n|/n<au,|/||/1 TNNYHOWN I/IH(bOpMaLLI/II/I B VlHTepHeTe, He
NOHMUMasi BO3MOXHbIX MOCNeACTBUA. Tbl gaxe He CMOXellb goragaTbCa O TOM, YTO (bOTOFpa(bVIﬂ, pa3melleHHan 5
NeT Ha3aa, ctana Flpl/l‘-II/IHOIZ OTKa3a NPUHATb Tebs Ha pa60Ty.

KommeHTapum, pasmelleHne TBomx dotorpacuii U Apyrue OeidcTBUS MOTYT HE UCHE3HYTb Aaxe nocre Toro,
KaK Tbl UX yAanuib. Tbl He 3Haellb, KTO COXpaHWUM 3Ty MHGOpMaLuio, nonana fu oHa B MOWCKOBbIE CUCTEMbI U
COXpaHumnach N oHa, a IMaBHoe: YTO NoAYyMaloT O Tebe OKpyKatoLLme Noau, KoTopble HalagyT U yBUAST 3To. Hantu
MHDOPMaLMI0O MHOTO NET CMyCTsl CMOXET Jo6OoM - kak U3 4oOpbIX NOBYXOEHWiA, Tak U C HAMEPEHWEM NMPUYUHUTL
Bpen. 3TO MOXET GbITb KTO YrogHo.

OcCHOBHble COBETbI MO 3aLumMTe LMPOBOI penyTaLum:
1. Mopymaii, Npexae 4em 4YTo-To NyGrnkoBaTh U Nepedasath y cebsi B Griore unu B coumansHOn cetu;

2. B HaCTpOﬁKaX I'IpOCbI/lJ'Iﬂ yCTaHOBM OrpaHn4eHna Ha npocmMoTp TBOEro I'IpOCt)I/l.l'Iﬂ n ero cogepxmmoro,

caenan ero Tonbko "ons apysen”;
3. He pa3meluain n He ykasbiBai MHpOPMaLMIO, KOTopasi MOXET KOro-nnbo ockopbnsite unm obuxars.
ABTOpCKOE npaBo

CoBpeMeHHbIe LKOMNBbHUKM - akTMBHbIE NONb3oBaTeNn UMAPOBOro npoctpaHcTea. OgHako ganeko He Bce
3HalT, YTO MNOMNb30BaHWE MHOTMMU BO3MOXHOCTAMW LudpoBoro mupa TpebyeT cobniogeHns npae Ha
NHTENNeKTyarnbHyo COBCTBEHHOCTD.

TepMuH "MHTENNekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pasfnUYHbiM TBOPEHUSIM YErOBEYECKOro yma,
HayMHas C HOBbIX M30OPETEHMIN 1 3HAKOB, 0603HAYaOLWMX COOCTBEHHOCTbL Ha NPOAYKTbI U YCAYrn, N 3aKkaH4MBas
KHUramu, gpotorpacumsamm, KUHOPUITbMaMN U My3blKarbHbIMU MPOU3BEAEHNSAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENMEKTyanbHyt0 COOCTBEHHOCTb Ha NMPOM3BEAEHMUS HayKu, nUTepaTypbl
N UcKyccTBa. ABTOPCKME NMpaBa BbICTYMNalT B KA4eCTBE rapaHTMKU TOrO, YTO MHTENMEKTYyanbHbIA/TBOPYECKUA TPYL
aBTopa He OyAeT HanpacHbIM, AacT eMy CrpaBeanvBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTaTax CBOEro Tpyaa,
MonyyYnTb W3BECTHOCTb W nNpu3HaHue. HukTo 6e3 paspelleHusi aBTopa He MOXET BOCMpPOM3BOAUTL €ro
npounsBefeHne, pacnpocTpaHaTb, NyOnMYHO AEeMOHCTPMPOBaTh, NpoAaBaTb, MMMOPTMPOBATL, MyckaTb B MPOKaT,
NyGrMYHO UCNOSHATb, NOKa3biBaTb/UCMOMHATL B achmpe nnu pasmewatb B VIHTepHeTe.

VMcnonb3oBaHne "nmMpaTckoro” nporpaMmMHoOro obecneveHmst MOXeT NMPUBECTU K MHOTMM pUcKam: OT noTepwu
OaHHbIX K TBOMM akkayHTaM [0 GnokupoBKM TBOErO YCTPOWCTBA, F4e YCTaHOBIEHa HeneranbHas nporpamma. He
CTOUT Takke 3abblBaTb, YTO CYLLECTBYHOT flerasnbHble U 6ecnnaTHble NporpamMmmbl, KOTOPbIE MOXHO HaWTU B CETU.

O nopTane

CeTeBMYOK.pp - TBOW [MaBHbIi COBETYMK B CETU. 34€Cb Tbl MOXeELWb y3HaTb O GEe30nacHoOCTM B CETU
MOHATHBLIM M OOCTYMHbLIM A3bIKOM, & MPU BO3HMKHOBEHUW KPUTWUYECKOW CUTyaLumM ob6paTuTbCst 3a COBETOM. A Takke
MPUHATL Y4acThe B KOHKYpCaXx M cTaTb CamblM LIMAPPOBbLIM rpaxkaaHnHoM!

MpunoxeHne N 3
NAMATKA Ons POOUTENIEA OB MHOOPMALIMOHHOW EE3OMNACHOCTU AETEN

OnpeneneHve TepMmnHa "nHdopMaumoHHas 6esonacHocTb aetein” copepxutcs B PegepanbHom 3akoHe N
436-93 "O szawmTte geten oT UHOPMaLMK, NMPUYUHSIOWENA Bpesd UX 340POBLI0 M Pa3BUTUIO", pErynmpyroLmm
OTHOLLEHMS!, CBA3AHHbIE C 3aLLMTON AeTeN OT MHpOpMaLUN, NPUUMHSIOLLEN BPea UX 300POBLI0 U (Mn) pasBUTKIO.
CornacHo gaHHOMY 3akOHy "MH(opMaLMoHHas Ge3onacHoCTb AeTen” - 3TO COCTOSHME 3allMLLEHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbLIN C NMPUYMHEHNEM MHDOPMaLMEn Bpeda Nx 300p0BbH0 U (M) U3nYecKoMy,
NMCUXNYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-P3 vHbopmaumen, NpUUmMHALWLEN Bpead 300POBbIO U (MNN) pasBUTHIO




JeTel, aBnaeTcs:
1. nHdopMmauma, 3anpeLleHHas Ansa pacnpocTpaHeHua cpeaun aeTei;

2. vHopMauus, pacnpocTpaHeHne KOTOPOW OrpaHUdYeHo Ccpeau AeTen onpeferieHHbIX BO3PacTHbIX
KaTeropumn.

3. K uHdopmaumu, sanpeLLeHHon 4nsa pacnpocTpaHeHus cpean aeTen, OTHOCUTCS:

4. vHopMauus, nobyxaawwas aeTel K CoBepLUEeHU0 OeUCTBUI, NPeACTaBnsAloLWmMX YrPpo3y WX XXU3HU U
(Mnn) 300poBbIO, B T.4. NPUYMHEHUIO Bpedla CBOeMY 340P0Bbi0, CamoyGUIACTBY;

5. cnocoGHOCTb BbI3BaTb Y AeTel XenaHue ynotpebutb HapkoTUYeckne CpencTsa, NcUXOTPOrnHble U (Unu)
ofypMaHuBaloLMe BeLLecTBa, TabayHble WU3Oenwusl, ankoronbHyl W CNMPTOCOAEepXKallylo MpoAyKuMio, MUBO WU
HaMuTKX, M3roTaBNMBaeMble Ha €ro OCHOBE; MPUHSATbL y4acThe B a3apTHbIX Urpax, 3aHMMaTbcs NPOCTUTYLMEN,
GpoasKHUYECTBOM WM MONPOLIaNHNYECTBOM;

6. O6OCHOBbIBaIOU.laF| mnn onpasgbiBarollad AONyCTUMOCTb Hacunma u (MJ'IM) KEecTokocTn nnbo
no6y>|q:|.atou.|,a$| OCyLLEeCTBNATb HACUINbCTBEHHbIE OENCTBUS MO OTHOLLEHWIO K NIOAAM U XKNBOTHbIM;

7. oTpyuaroLasi CeEMeNHbIE LEHHOCTU M (hOPMUPYIOLLAA HEYBaXKEHUE K poguTensam u (Mnn) gpyrum yreHam
CeMbM;

8. onpasfbiBaroLlad NpoTnuBonpaBHoOe nosegeHne;
9. cogepxawasn HeueH3ypHyo 6paHb;
10. cogepxawyan nHcpopmaumo nopHorpadmnyeckoro xapakrepa.

K wHdopmaumm, pacnpocTpaHeHWEe KOTOPOW OrpaHUYeHO cpeau [OeTen OonpederneHHoro BO3pacTa,
OTHOCUTCS:

1. nHopmaLms, NnpeacTaenaemasi B Buae U3obpaxeHust UM OnmcaHms XeCTOKOCTU, PU3nyeckoro n (unm)
NCUXMYECKOTO HAaCUNns, NPECTYNNEHNS U MHOTO aHTUOBLLLECTBEHHOMO AEUCTBUS;

2. Bbi3blBaOLWan y AETEN CTpax, YXac Mnu MnaHuky, B T.4. NPeACTaBnsieMas B Buae U300paxeHus wunu
onucaHMs B YHWXKaloLWen 4ernoBedeckoe [OOCTOMHCTBO (hopMe HEHACWUIbCTBEHHOW CMepTH, 3aboneBaHus,
camoyOuMNCTBa, HECHACTHOrO Criyvasi, aBapum Unm katactpodbl 1 (Mnn) nx NOCNeacTBui;

3. npegcraensiemMas B BuMAE W300paXKeHUSI UMM OMMCaHMS MOJSIOBbIX OTHOLLUEHUM MEXAy MY>XYMHON U
YKEHLLIMHOM;

4. cogepallas 6paHHbIe COBa U BbIPaXKEHUs!, HE OTHOCSLLMECS K HELIeH3YPHOW GpaHm.

C yuyeTom atoro Bam npegnaratotcs npasBuna paboTbl B ceT MHTepHET AN PasnuyHbIX BO3PaCTHbIX
KaTeropuvi, cobnogeH1e KoTopbIxX NO3BONUT o6ecneunts MHPOPMaLMOHHY Ge30MacHOCTb BalLUX AETe.

O6wue npasuna gnsa pogutenen

1. HesaBucmmo oT Bo3pacTta pebeHka ncnonb3ynte nporpaMMHoe obecrneveHune, nomorarLlee hunbTpoBaTb
N KOHTPONMPOBaTb MHGOPMALMIO, HO HE MOMaranTecb NMOMHOCTLIO Ha Hero. Balwe BHMMaHue K pebeHKy - rmaBHbIN
METOA 3alUuThI.

2. Ecnn Baw pebeHOK umeeT akkayHT Ha OOHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMATENbLHO U3y4nTe, Kakyto MHOPMALMIO MOMELLAIT €ro y4acTHUKU B CBOMX NPOUMSX 1
Onorax, Bkntovasi goTtorpadmm u BUAEO.

3. lMpoBepbTe, C KakUMU OPYrMMW CaWTamn CBsi3aH couumanbHbii cepBuc Bawero pebenka. CTpaHuuku
Bawwero pebeHka moryT ObiTe 6€30MacHbIMK, HO MOTYT U COAEPXKATb CChINIKA HA HEXernaTenbHbIE U OMacHble CanThbl
(HanpvmMep, NOPHOCANT, UMK CanT, HA KOTOPOM ApPYr YNOMMHAET HOMepP COTOBOro TenedoHa Bawwero pebeHka nnum
Baw gomawwHuin agpec)

4. MoowpsanTe Baluunx geteir coobluate 060 BCeM CTPaHHOM UMW OTTankuBaloWEeM U He CMMWLLKOM OCTPO




pearMpyVlTe, Korga OHu 31O aenarwT (|/|3-3a onaceHuna noTepATb 40CTyN K MHTepHeTy OETN He TOBOPAT poanTeENAM
(¢} r|p06nemax, a Takke MOryT HadaTb UCNOoJ1b30BaTb MHTepHeT BHE AOMa n LIJKO.I'IbI).

5. BygbTe B Kypce ceTeBOM xun3Hu Bawero pebeHka. MHTepecyiTech, KTO UX apy3bsa B IHTEPHET Tak Xe, Kak
WHTEepecyeTeChb pearbHbIMU OPY3bAMU.

BospacTt ot 7 go 8 net

B WHTepHeTe pebeHOK cTapaeTcs MOCeTUTb Te UMM WHble CaiTbl, @ BO3MOXHO W 4aTbl, paspelleHue Ha
noceleHne KOTOpbIX OH He nonyyun Gbl OT poawTenei. MoatoMy poauTensam ocobeHHO nornesHbl GyayT Te
OTYeTbl, KOTOpble NPEedOCTaBMSITCA TMporpaMMamMu MO  OrpaHu4eHuo  ucnonb3oBaHus WHTepHeTa, T.e.
PoanTenbckuii KOHTPOSb UMK TO, YTO Bbl CMOXETE YBUAETH BO BPpEMEHHbIX (hainax. B pesynbTtare, y pebeHka He
OyZeT OLLyLIEeHUs, YTO 33 HUM BedeTCs MOCTOSHHbIN KOHTPOMb, OfHaKo, poauTeny ByayT Mo-npexHemy 3HaTb,
Kakue caiiTbl nocewiaet ux pebGeHok. [eT B AaHHOM Bo3pacTe o6GnagalT CUMbHBIM YYBCTBOM CEMbM, OHM
[OBEPYMBBI U HE COMHeBalTcs B aBTopuTeTax. OHM noGAT urpaTe B CeTeBble Urpbl U MyTewwecTBoBaTb MO
NHTEpHETY, NCMOSb3Ys 3NEKTPOHHYIO MOYTY, 3aX0AMTb Ha CaiThbl U YaTbl, HE PeKOMEHAO0BaHHbIE POAUTENSMM.

CoBeThl No 6e3onacHocT B ceTh IHTepHeT gns neten 7 - 8 net

1. Cos3ganite cnucok AoMallHMX npaBun nocelleHus MHTepHeTa npu ydactmm geten un Tpebymnte ero
BbINOSTHEHUA.

2. Tpebynte oT Bawero pebeHka cobniogeHns BpeMEHHbIX HOPM HaxOoXOEeHWUst 3a KOMNbIoTepOoM. [MokaxuTe
pebeHky, 4To Bbl HabnogaeTe 3a HAM He NoTomy 4YTo Bam 3710 xo4deTtcs, a notomy 4to Bbl 6ecnokontech 0 ero
BesonacHocTu 1 Bcerga rotoBbl €My MOMOYb.

3. KomnbloTep ¢ nogknoveHnem K NHTEpHeTY OOIMKEeH HaxoauTbCs B OOWEen KomMHaTe nog NpUCMOTPOM
poguTenen.

4. Ncnonb3ynTe cneunanbHble 4eTCK1E MOMCKOBbIE MALUUHbI.

5. Wcnonb3yinte cpenctea BrokMpoBaHUS HEXenaTeribHOrO KOHTEHTa kak AOMOSIHEHWE K CTaHOapTHOMY
PoguTtenbckomy KOHTPOSO.

6. Cosfgainte ceMenHbl 3NEKTPOHHbIN ALUK, YTOObI HE NO3BONUTL AEeTAM UMETb COBCTBEHHLIE adpeca.

7. BnokmpyiTte goctyn k cantam ¢ 6ecnnaTHbIMW MOYTOBLIMM SLLMKAMM C MOMOLLBI COOTBETCTBYHOLLENO
NporpaMmMHoOro obecneyeHus.

8. Mpuyunte pgeten coeetToBaTbcA ¢ Bamn nepen onybnmkoBaHMEM KakoW-nMbo mHdopmMaumm cpeactsamm
3NEKTPOHHON NOYTbI, YaTOB, PErMCTPaLMOHHBLIX OOPM U Npodunen.

9. Hayuute geten He 3arpyxaTb hannbl, nporpammbl nnv My3blky 6e3 Ballero cornacusi.
10. He paspeluante geTsam UCnonb3oBaTth CIy0Obl MTHOBEHHOIO 06MeHa coobLLeHMAMM.

11. B "Genbit" cnucok canToB, pa3peLUeHHbIX [Of1s1 MOCELLEHUs, BHOCUTE TONbKO CalTbl C XOpOLUEWN
penyTauuen.

12. He 3abbiBarite 6ecegoBath C AeTbMU 06 X Apy3bsax B MIHTepHeTe, kak ecnn Obl peyb wna o Apy3bsx B
pearnbHON XN3HW.

13. He genavite "taby" n3 BONpoCcOB MNOSTIOBOM XM3HW, TaK Kak B IHTEpHETE AETU MOTYT NIErKO HAaTKHYTbCS Ha
nopHorpaduio nnu camTbl "gnga B3pocrbIX".

14. MNpwnyunte Bawero pebeHka coobiate Bam 0 NOObIX yrpo3ax unm TpeBorax, CBsA3aHHbIX C VIHTepHeToM.
OcTtaBainTecb CMOKOWHLIMU U HAMOMHUTE OETSAM, YTO OHM B GE30MacHOCTW, ecnn cammn pacckasann BaM O CBOUX
TpeBorax. [oxBanute nx n NOCOBETYATE NOQONTY eLle pa3 B NoJ0OHbIX cryyasix.

BospacT geten ot 9 no 12 nert

B paHHOM BO3pacTte OEeTU, KaK NnpaBuIio, Yyxe HacClbillaHbl O TOM, KaKad I/IH(bOpMaLI,I/IFI cyulectByeT B
MHTepHeTe. COBepLIJeHHO HOpMalibHO, YTO OHU XOTAT 3TO YyBUAOETb, NPOYEeCTb, YyClbillaTb. I'IpM 9TOM HYXHO




NOMHUTb, YTO AOCTYyNn K HexenaTtelibHbIM MaTtepuanam MOXHO Jierko 3a6ﬂ0KI/|pOBaTb npun nomowin cpeancTsB
Poauntenbckoro KOHTpPOIA.

CoBeTbl N0 be3onacHocTy Anga aeten ot 9 Ao 12 net

1. CospganTe CNMCOK AOMAaLIHMX npaBun noceweHnss WMHTepHeT npu ydactun geten n Tpebynte ero
BbINOSTHEHUA.

2. Tpebyiite oT Bawwero pebeHka cobnogeHns HOpM HaXOXAEHWUST 32 KOMMBIOTEPOM.

3. HabniopanTte 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, NOKaXuTe emy, 4YTo Bbl BecnokouTechb O ero
6e30nacHOCTM 1 BCeraa rotoBbl OKa3aTb €My NMOMOLLb.

4. KomnbloTep C MogknmioveHnem B VIHTepHeT OOrmkeH HaxoauTbCsl B obLLein KoMHaTte nog MpucmMoTpoM
poauTenen.

5. |/|CI'IOJ'II:>3yl71Te cpencrtea 6J'IOKI/1pOBaHM$| HeXenaTtenbHOro KOHTEeHTa KaK AonofiHeHue K CTaHOapTHOMY
PODMTeJ‘IbCKOMy KOHTPOIHO.

6. He 3abbiBainTe npvHMMaTb HENOCPeaCTBEHHOE yyacTme B XM3HU pebeHka, 6ecegoBatb ¢ AeTbMu 00 MX
apy3bsax B HTepHeTe.

7. HactanBante, 4TOObl A€TW HUKOr4A HE cornawlanmncb Ha NYHbIe BCTPEYM C Apy3bsaMu Mo VIHTEepHeTY.
8. MNo3BonsanTe geTam 3axoguTb TOMbKO Ha canThbl U3 "6enoro” cnmucka, KoTopbin co3ganTe BMECTE C HUMM.

9. MNpuyunte geTen HUKOraa He BbigaBaTb JIMYHYO MHOPMALMIO cpeacTBamMm SMEKTPOHHOM MOYTbI, YaToB,
CUCTEM MIHOBEHHOro 0OMeHa COOBLLEHNSIMN, PETMCTPALMOHHBLIX (DOPM, NMUYHBLIX NPOUIIEN U MPU PErMcCTpaLun Ha
KOHKypcCbl B VIHTEpHETE.

10. Mpuyunte geten He 3arpyxaTb nporpaMmmbl 6e3 Bawero paspeweHns. OGbACHUTE UM, YTO OHU MOTyT
CryYarHo 3arpy3unTb BUPYCbl UNW pYroe HexenatenbHoe nporpammHoe obecneyeHue.

11. Cosgante Bawemy pebeHKy orpaHMYeHHYH0 YY4EeTHY0 3annch Ansi paboTbl HAa KOMMbIOTEpPE.

12. MpunyumnTe Bawero pebeHka coobLiaTb BaMm O NOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanoMHuTe aeTam, 4To oHM B 6€30MacHOCTM, ECMM CaMu pacckasanu Bam O CBOMX TPEBOrax M OrnaceHusix.

13. Pacckaxute getsim o nopHorpadgpumn B IHTepHeTe.

14. HactamBanTe Ha ToM, 4TODObI 4€TM NPEAOCTaBNASANN BaM AOCTYM K CBOEN 3NEKTPOHHON no4yTe, YToObl Bbl
y6eannnce, 4To OHM He OBLLLaTCA C HE3HaAKOMLLaMM.

15. O6BbsACHUTE OETAM, YTO HEMb3s UCMONb30BaTh CETb ANIA XYNUraHCTBa, PacnpoCTpaHeHUs! CrifieTeH unu
yrpos.

Bo3spacT geten ot 13 po 17 ner

B aTOM Bo3pacTe nMogpoCTKkM akTUBHO MCMOSb3YIOT NMOUCKOBLIE MaLUVHbI, MOMb3YHTCS 3MEKTPOHHONM MOYTO,
cny>x6aMum MrHOBEHHOro obmMeHa COOOLLEHUSIMU, CKauMBaloT My3blKy M unbmbl. Manbyvkam B 3TOM BO3pacTe
Gonblle MO HpaBy CMeTaTb BCE OrPaHUYEHMsl, OHM XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTWHOK "Ans
B3pocnbix". [eBoYkM npednouyntaloT oblatbCs B 4aTtax, NpuM 3TOM OHM ropasdo 6onee 4yBCTBUTESNbHbI K
cekcyarbHbIM goMoraTenbcTBam B MIHTEpHeTe.

3ayacTylo B JaHHOM BO3pacTe POAUTENSIM YXXe BeCbMa CITOXXHO KOHTPONMPOBAaTb CBOMX AETEN, Tak Kak ob
VIHTEpHETE OHM YyXe 3HalT 3HAYMTENbHO Gonblle CBOMX poguTenen. TemM He MeHee, He OTMycKanuTe OeTen B
"cBobogHoe nnaBaHue" no MHtepHeTy. CTapanTeck akTMBHO y4acTBOBaTb B 00WweHnn pebeHka B MIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogaTe npaBuna WMHTepHeT-Ge3onacHoCTU - cornalleHue  Mexay
pooutensamn u getbMu. Kpome Toro, HeoGXOAMMO Kak MOXHO Yalle MpocMaTpuBaTb OTYETbl O AeATEeNIbHOCTM
aetent B MHTepHeTe. CnegyeT o6paTuTb BHUMaHWe Ha HeobXOAUMOCTb coaepXKaHWus POAMTENbCKMX Maporen
(naponei agMMHUCTPATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMaHWE Ha CTPOrocTb 3TUX Naponeil.




CoBeTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 o 17 net

1. Co3ganTe CMMCOK OOMaLUHUX MpaBuil MocelleHnss VIHTepHeTa Mpu ydacTuu MOAPOCTKOB U Tpebynte
©e3ycrnoBHOro ero BoinonHeHus. O6roeopute ¢ pebeHKoM CMMCOK 3anpeLLeHHbIX canToB ("Y4epHbIN CnUcok"), Yachl
paboTbl B IHTEpHETE, pyKOBOACTBO Mo 0bLeHnto B IHTEpHETE (B TOM YuCrie B YaTax).

2. KOMI'IbPOTep C NogKno4eHnem K cetun MHTepHeT JOMKEeH HaxoauTbCs B 00LLIEN KOMHATE.

3. He 3abbiBaitiTe GecenoBatb C AeTbMU 06 WX APYy3bsX B VIHTEpHETE, O TOM, YEM OHM 3aHATbl TaKUM
obpa3oM, ByaTo peyb MOeT O Opy3bsix B pearbHOW »xu3HK. CnpalmnBante o noasx, ¢ KOTopbiMU AeTU obLiatTes
nocpeacTBoM Cryx6 MrHOBEHHOTrO 06MeHa COOBLLEHUAMMN, YTOOLI yOeanTLES, YTO 3T NMOAN UM 3HAKOMBI.

4, |/|CI'IOJ'II:>3yl71Te cpencrtea 6HOKMpOBaHI/IF| HeXenaTelibHOro KOHTEeHTa KaK AOonoJfiHeHne K CTaHOapTHOMY
PODMTeJ‘IbCKOMy KOHTPOIIO.

5. Heo6xop.|/1M0 3HaTb, KakKMMn 4YaTamMun Nonb3yHTCA Bawu petwn. |_|00I.Ll,pF|I;ITe ncnornb3oBaHne
MoagepupyemMbix 4aToB U HacTauBalTe, YTOObI noeTn He O6LIJ.aJ'II/ICb B NpMBaTHOM peXxunme.

6. HactamnBalite Ha TOM, YTOOb! OETU HUKOrAa He BCTpeYalncb JIMYHO C APpYy3bAMU U3 CEeTU MHTepHeT.

7. MNpuyunte geten He BbigaBaTb CBOK NNYHYIO WHAOPMALMIO CpeacTBaMy 3fIEKTPOHHOW MOYTbl, YaToB,
CUCTEM MIHOBEHHOro 0bMeHa CcooBLLEeHNMU, PermcTpaLoHHbIX OpPM, NNYHBIX Npoduner 1 Npu perctpaumm Ha
KOHKypcbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspelweHns. OBbACHUTE UM, YTO OHM MOryT
CryyYariHo 3arpy3unTb BUPYChI UNW ApYyroe HexenartensHoe nporpammHoe obecneyeHue.

9. MNpwuyunTte Bawero pebeHka coobulaTe BaM O JOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MHTepHeTOoM.
HanoMHute agetsam, 4to OHM B 6Ee30macHOCTM, ecriv camu pacckasanu Bam, O CBOMX Yrpo3ax wnu TpeBorax.
MoxBanute nx N NOCOBETYNTE NOAOWTM eLle pa3 B NOGOOHbIX Cryvasx.

10. Pacckaxute getsm o nopHorpacdpum B WHTepHeTe. lMomornte um 3awmtuTbCa OT cnama. Hayudute
MOAPOCTKOB He BblgdaBaTb B VIHTEpHETE CBOEro peanbHOro 3NEKTPOHHOrO agpeca, He oTBevaTb Ha
HexxenaTtenbHble MMCbMa M UCMOMNb30BaTh CrieuuarnbHbie NoYToBble OUNbTPLI.

11. MNpuydnte ceba 3HaKOMUTLCS C canTamm, KOTOPbIE MOCELLAOT NOAPOCTKN.

12. Hayunte peten yBaxaTb OpyrMx B MHTEpHETe. Y6eauTech, UTO OHM 3HAKOT O TOM, YTO NpaBuiia XopoLlero
NoBeAEHN OENCTBYIOT BE3[E - AaXe B BUPTyanbHOM MUpE.

13. OObBbsAcCHUTE [eTaM, 4YTO HM B KOEM Chnyyae Henb3st ucnonb3oBatb CeTb AONns XyNMraHcTea,
pacnpocTpaHeHUsl CAMeTeH Unu yrpo3 ApyruM nogsm.

14. Obcyaute ¢ nogpocTkaMmu npobnembl CETEBLIX a3apTHbIX UIP U UX BO3MOXHbIA puck. HanomHute, 4to
OETN HE MOTYT UrpaTtb B 3TW UrPbl COTMIAaCHO 3aKOHY.

MocTosAHHO KOHTpONMpyMTe ucnonb3oBaHue VMHTepHeTa Bawmm pebeHkom! 31O He HapyLleHne ero JIM4YHOro
NpOCTpaHCTBa, a Mepa NpegoCTOPOXHOCTU U NposiBrieHne Ballen poantenbckon OTBETCTBEHHOCTU U 3a60Thl.




